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 12 May 2008 Deputy Secretary of Defense definition of Cyberspace: "cyberspace: a global 

domain within the information environment consisting of the interdependent network of information 

technology infrastructures, including the Internet, telecommunications networks, computer systems, 

and embedded processors and controllers.”

 Combined Arms Center Proposed Definition of “Operations in Cyberspace”:  Wired and 

wireless computer and telecommunication network-based operations designed to attack, defend, 

exploit and maintain cyberspace and the data within it across full-spectrum operations.  Military 

operations including computer network operations (CNO), network operations (NetOps), network 

warfare (NetWar), and computer and telecommunication network aspects of space superiority and 

electronic warfare (EW) designed to create primary effects in and through cyberspace are considered 

operations in cyberspace.  Other military operations (such as PSYOP, Physical Attack, and other 

aspects of Space Superiority and Electronic Warfare) may create effects within or through 

cyberspace and support operations in cyberspace, but are not operations in cyberspace per se 

merely due to their use of the domain.

Defining Cyberspace and Operations 

in Cyberspace
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As a land force, the Army 

operates in and amongst 

populaces that are increasingly 

connected by computers, 

networks, telecommunications 

systems and electronic 

devices.  Adversaries are 

leveraging both the 

electromagnetic spectrum and 

cyberspace in inventive and 

sophisticated ways to advance 

their causes. In order to 

contain adversarial advances 

and accomplish its mission 

across the full spectrum of 

operations, the Army must be 

adaptive and aggressive in 

defining concepts and 

capabilities needed to 

successfully operate within 

cyberspace and the 

electromagnetic spectrum.
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Electronic warfare (EW) is the use of the electromagnetic spectrum to effectively deny the use 

of this medium by an adversary, while optimizing its use by friendly forces. Electronic warfare 

has three main components: electronic attack, electronic protection, and electronic support.

Electronic attack (EA) is the active or passive use of the electromagnetic spectrum to deny its use by an adversary.  

Active EA includes such activities as jamming, deception, active cancellation, and use of electromagnetic pulse. Passive 

EA includes such activities as the use of chaff, balloons, radar reflectors, Faraday cages, winged decoys, and stealth. 

Electronic protection (EP) includes all activities related to making enemy EA activities less successful by means of 

protecting friendly personnel, facilities, equipment or objectives. EP can also be implemented to prevent friendly forces 

from being affected by their own EA. Active EP includes such activities as technical modifications to radio equipment 

(such as frequency-hopping spread spectrum). Passive EP includes such activities as the education of operators 

(enforcing strict discipline) and modified battlefield tactics or operations. 

Electronic support (ES) is the passive use of the electromagnetic spectrum to gain intelligence about other parties on 

the battlefield in order to find, identify, locate and intercept potential threats or targets. This intelligence, known as ELINT, 

might be used directly by fire-control systems for artillery or air strike orders, for mobilization of friendly forces to a 

specific location or objective on the battlefield, or as the basis of electronic attack or electronic protection actions.

Defining Electronic Warfare
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Defining Computer Network Operations

CNO is considered one of five core capabilities under Information Operations (IO) information 

warfare. The other capabilities include Psychological Operations (PSYOP), Military Deception 

(MILDEC), Operations Security (OPSEC) and Electronic Warfare (EW).

Computer Network Operations, in concert with EW, is used primarily to disrupt, disable, 

degrade or deceive an enemy’s command and control, thereby crippling the enemy’s ability to 

make effective and timely decisions, while simultaneously protecting and preserving friendly 

command and control.

Types of Military CNO: According to Joint Pub 3-13, CNO consists of computer network attack (CNA), computer 

network defense (CND) and computer network exploitation (CNE).

Computer Network Attack (CNA): Includes actions taken via computer networks to disrupt, deny, degrade, or destroy the 

information within computers and computer networks and/or the computers/networks themselves. 

Computer Network Defense (CND): Includes actions taken via computer networks to protect, monitor, analyze, detect 

and respond to network attacks, intrusions, disruptions or other unauthorized actions that would compromise or cripple 

defense information systems and networks. 

Computer Network Exploitation (CNE): Includes enabling actions and intelligence collection via computer networks that 

exploit data gathered from target or enemy information systems or networks. 
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Army Proponency
U.S. Army Computer Network Operations and Electronic Warfare 

Proponents (USACEWP)

Mission: Develop, synchronize, integrate, and coordinate the Army Culture and the CNO-EW 
Capabilities and Capacity across the DOTMLPF domains IOT prepare the Army and the Land 
Component for future challenges in Cyberspace.

Vision:  Cyberspace and the broader electromagnetic spectrum (EMS) are optimized by soldiers and 
leaders who understand both the operational and technical dimensions of this segment of the 
operational environment and are outfitted with cyber and electronic capabilities enabling a broad range 
of joint, interagency, intergovernmental, and multinational activities during full spectrum operations 
while concurrently reducing risk to the force.

 Decision authority to synchronize, integrate, and coordinate CNO and EW with modularity and 

future requirements

 Develop CNO and EW doctrine, organization, training, materiel, leadership and education, 

personnel, and facilities (DOTMLPF) requirements

 Determine the scope of future CNO and EW capabilities development efforts

 Determine integration tasks for Army, Joint, Interagency, Intergovernmental, and Multinational 

computer network and electronic warfare operations

 Perform as the Army’s centralized manager and integrator for CNO and EW combat development 

and force management activities
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Develop, synchronize, integrate, and coordinate the Army Culture and the CNO-

EW Capabilities and Capacity across the DOTMLPF domains in order to prepare 

the Army and the Land Component for future challenges in Cyberspace

USACEWP Mission

Doctrine 

Organization

Training

Materiel

Leader  

Development &

Training

Personnel

Facilities

Current to Future Future to Current

The Army follows a 

deliberate process in 

developing new 

capabilities. Operational 

demands in Afghanistan 

and Iraq add urgency to 

our efforts. The task is 

to be attentive to both 

current and future 

needs while providing 

soldiers and leaders the 

tools they need to be 

successful today and 

tomorrow.
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Cyberspace and the broader 

electromagnetic spectrum 

(EMS) are optimized by 

soldiers and leaders who 

understand both the 

operational and technical 

dimensions of this segment of 

the operational environment 

and are outfitted with cyber and 

electronic capabilities enabling 

a broad range of joint, 

interagency, intergovernmental, 

and multinational activities 

during full spectrum operations 

while concurrently reducing risk 

to the force.

Cyber-Electronic Vision

U.S. and its allies must be able to defend and operate freely in cyberspace
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Ground Commander 

Requirements

• Ready, trained EW personnel

• EW planning capacity and 

execution capability at Tactical 

level

• Synchronize & deconflict 

actions in the Electromagnetic 

Spectrum (EMS)

• Ability to identify threats in the 

EMS

• Ability to dominate the EMS at 

select place and time

• Organic EW capacity and 

capabilities

• Ability to leverage Joint, Inter-

Agency, and Sister Service 

EW capability 

Army EW Critical Questions 

• What does “Army EW Core Competency” 

mean and look like?

• What does the EW Proponent as a 

separate CAC MSO look like?

• Who mans EW at all Army echelons?

• What processes validate Army EW 

requirements?

• What is EW Proponent Priority of Effort?

• Who does EW materiel development?

Institutional Requirements

• Establish Proponent with full DOTMLPF 

responsibilities for all aspects of Army EW

• Establish EW Training

• Establish EW Personnel and Force 

Management

• Establish EW capability process

• Develop EW materiel solutions

Feedback from the Field

• EW planning capability gaps

• EW capability gaps at Company through 

Division

• EMS Management

Doctrine

Organizations

Training

Materiel

Leadership

& Education

Personnel

Facilities

CNO-EW Proponent

Meeting Operational Requirements
One way the Army 

determines capabilities is to 

investigate gaps in 

doctrine, organizational 

structure, training and 

leader development and 

equipment. The upshot of 

this slide is that operational 

units require electronic 

warfare expertise and 

systems in order to fulfill 

current mission 

requirements. The 

USACEWP is responsible 

for delivering solutions at 

the right time and right 

place to meet these needs. 

For example, it has and 

continues to deploy Mobile 

Training Teams throughout 

the force to train EW 

concepts. It also supports 

in-residence training and 

provides support to Active, 

Reserve and National 

Guard readiness exercises

The Proponent’s efforts are dual-focused on Cyber and EW concepts and capabilities determination.  EW has 

received initial emphasis due to operational demands in support of the Global War on Terror. 
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Organizational Structure
Chief, US Army CNO-EW Proponent

LTG William B. Caldwell, IV

Director

COL Wayne Parks
Senior Advisors

Organizational Support

Deputy Director for Futures

LTC Chip Bircher

Deputy Director for Requirements

LTC Fred Harper

Initiatives

Group

Strategic

Communications

TRADOC Capability Manager-

EW Integration (TCM-EWI)

Mr. Rick Messer (acting)Develops and integrates future 

Cyber-Electronic concepts for Army 

and Land Component 

organizations. 

Army’s centralized manager and 

integrator for Cyber-Electronic combat 

development and force management 

activities 

Identifies Cyber-Electronic gaps and 

recommends solutions across Army 

doctrine, organizations, training, 

materiel, leadership, personnel and 

facilities, in coordination with TRADOC 

and HQDA
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Doctrine, Concepts, and Organizational Design Leader Development & Education and Training

Personnel Materiel, Facilities & Resources

• EW Capability Based Assessment underway

• Field Manual (FM) 3-36, Electronic Warfare, on-track for 

September 2008 release

• Conceptual development of new FM on Cyberspace

• Phased implementation of EW force development plan that 

will establish dedicated EW personnel throughout the force; 

implementing additional skill identifier (ASI) as interim 

solution

• Tactical and Operational EW Courses in full production: over 

1000 Joint graduates to date

• Mobile Training Teams deploying to provide unit-specific EW 

training for all deploying units

• EW Officer Functional Area Qualification Course (Pilot) 

ready to execute

• LDE&T Plan underway to evolve from CNO-EW to 

• Cyberspace

• Military Occupational Classification and Structure plan under 

development for Enlisted MOS, Warrant Officer Career Field 

and Officer Functional Area

• Active management of Army trained personnel to begin 

replacing Navy EW personnel in theater

• Continuing to work resourcing constraints

• Fiscal Year 2008 funding received; out-year funding is being 

integrated into budget submissions to Congress

EW – Where We Are

Simply put, we’re working 

hard to give soldiers and 

leaders what they need.
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Electronic 

Warfare 

Way 

Ahead
Complex problems 

ultimately require 

profoundly simple 

solutions that provide 

soldiers and leaders the 

ability to operate within 

cyberspace and the 

electromagnetic 

spectrum with 

confidence and 

effectiveness. Success 

in the cyber-electronic 

realm must be 

accomplished 

throughout the full 

spectrum of operations 

and against increasingly 

sophisticated threats.
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USACEWP Partners & Constituencies

USACEWP Liaison Offices at 
Army Centers of Excellence
Fort Gordon
Fort Benning
Fort Rucker
Fort Knox
Fort Sill
Fort Huachuca

Great Plains Cyber-
Electronic Academic Consortium
(proposed)

American Public

Centers of 

Influence

Decision 

Makers

Warfighters

Joint
- Marines
- Air Force
- Navy

Inter-Agency
Inter-Governmental
Multinational

All citizens committed to protecting the frontiers of freedom
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950 Bluntville Ave

Fort Leavenworth, KS  66027

(913) 684-3086/9470
usacewpstratcomm@conus.army.mil

http://www.leavenworth.army.mil/

http://www.usacewp.blogspot.com

How to Contact Us


